USE CASE
Securing Hot Desking
Environments in the Enterprise

Hot desking gives organizations the agility to adapt. Employees move, collaborate, and

connect wherever work happens. But in these dynamic environments, the organization can

suffer from gaps in security. The KSI-2400 HRB-24 brings strong, frictionless authentication

and PresencelLock™ technology to every shared workstation — providing protection before,

during, and after the session.
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CHALLENGE

Hot desking improves space
utilization and flexibility but
also introduces security gaps:

e Users forget to log out of
active sessions

e Workstations remain
accessible after employees
walk away

e Badge-based login does
not confirm continued user
presence

e |T lacks control over
session security in
dynamic environments

RISK

Exposure of sensitive
corporate data (financials,
HR records, internal
systems)

Unauthorized actions
performed under a valid

user session

Compliance concerns tied
to unattended access

Increased insider threat
surface in shared
environments

SOLUTION

The KSI-2400 HRB-24 device
brings secure authentication to
the shared workstation.

(((o))> Contactless RFID -
Fast, tap-and-go login
for seamless user
transitions between
desks

@ Compact Design
Positions authentication
within eye level where
users naturally engage

PresenceLock™
Continuous Security
Automatically locks the
workstation when the
user is no longer present

PresencelLock™ in Action: HOT DESK WORKFLOW

USER ARRIVES
AT ADESK

User taps the 2400’s
integrated rf IDEAS
WavelD® Plus proximity
card reader to
authenticate.

SESSION IS
ACTIVE
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Session Active

User is logged in and
working. PresencelLock
continuously verifies the

user’s presence via

integrated sensor.

USER STEPS
AWAY

Within seconds,
Presencelock detects
that the useris no
longer present at the
workstation.

KSI-2400 HRB-24

Monitor-Mounted Device with
Contactless RFID and PresencelLock™

OUTCOME

Eliminates unattended
active sessions

Strengthens security in
shared environments

without adding friction

Aligns with Zero Trust
principles (verify
continuously, not just
once)

Improves user
experience while

reducing IT risk

AUTOMATIC
LOCK

The workstation is
automatically locked to
protect the active
session and prevent
unauthorized access.
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‘ Effective enterprise security protects the session — not just the login.

0.0
r}Qﬁ

IDEAL
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Corporate offices with hot
desking or hoteling

Financial institutions with
shared analyst workstations
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Agency offices with rotating
personnel
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Call centers and operations
floors / back offices
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EXISTING USER
AUTHENTICATES
UPON ARRIVAL

User taps their badge to
unlock the PC and
authenticate. Full-circle
endpoint security.




